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1. Purpose and scope

This document describes the minimum information security requirements that shall be
fulfilled for any hardware or software product that is supplied to Satisloh (“Product”) to
adequately protect Satisloh’s and its customers assets to internal and external threats.

The supplier of the Product (“Supplier”) is responsible for complying with the
requirements stated in this document.

Satisloh keeps the right to ask the Supplier to provide evidence that the stated
requirements are met. Satisloh may perform its own test on the Product to identify potential
vulnerabilities.

2. Secured software development lifecycle

The Supplier shall define, document and implement a secured software development
lifecycle process to build security in all the phases of software development, such as, but not
limited to plan, code, build, test, release, deploy and operate. The process shall meet the
prevailing industry standards.

3. Credentials

The Product must not have any stored credential that cannot be changed by Satisloh.
Those credentials include password, private/public key or certificate. All accounts pre-defined
in the Product must be documented so that Satisloh can change the default credentials.

4. Malware and virus protection

The Supplier must take proactive measures to protect the Product against attack from
viruses or malware. If the Product uses an operating system like Windows or Linux, basic anti-
virus protection shall be provided. It shall be possible to update the operating system and the
antivirus without compromising the Product functionalities.

If the Supplier provides software updates electronically or via storage media, the
Supplier is responsible for providing a virus-free binary file.

5. Documentation

The documentation provided with the Product must include:

e All accounts pre-defined in the Product with explanation to change credentials.

e The list and description of all services, ports and software running on the Product,
which will enable Satisloh to define firewall rules.

e Any security requirements for the integrator of the Product.

e Procedure to update the Product and its malware protection software.
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6. Vulnerability management

The Supplier shall define, document and implement a process to identify, address, and
react to vulnerability and security issues related to the Product. The process shall include at
least:

1. Information on how Satisloh may send vulnerability reports to the Supplier via
email or using an online form, indicating email-address and/or link.

2. The Supplier shall respond within 3 calendar days after receiving a vulnerability
report sent by Satisloh.

3. When the Supplier is aware of a vulnerability, it must inform Satisloh directly
by sending the vulnerability report to infosec@satisloh.com

4. A patch shall be provided to resolve the vulnerability issue within 7 days of the
initial reporting.

7. Security Patch management

The Supplier shall define, document and implement a process to manage software
patches, which are relevant for the Product (whether integrated software or not).

The process shall explain the strategy to monitor and apply frequent patches including
at least the following requirements:

e Operating System patching strategies

e Anti-virus and malware definition tool update

e Integrated firmware patching process

e Explain how patching can affect the Product functionality.
e List of third-party software dependencies

Because of Satisloh commitment to its customers, patch management minimum requirements
are particularly the following:

e Daily antivirus update

e Monthly operating system updates

e Bi-annual firmware patching

e Patches can be applied automatically or manually while the Product is in
maintenance mode.

e Patches should not be applied when the Product is in production mode.

e Patching the Product may require a network connection.
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8. Software integrity and authenticity

The Supplier shall allow Satisloh to verify the integrity and authenticity of any software,
firmware, installer or binary deliverables associated with the Product. This can be done using
Digital Signatures or checksum like MD5. The verification method shall always be provided
within the binary itself or in a separate file.

Where technically feasible, all relevant files of the software deliverable shall be
digitally signed.

9. Sub-suppliers

The Supplier shall ensure that all sub-suppliers that supply software-related products
that are part of the Product or provide services related to the development of the Product
comply with the requirements listed in this document.

The Supplier shall take adequate measures to mitigate the risks associated to sub-
suppliers that do not meet the listed or equivalent requirements.

10.Changes

This document will be updated from time to time. Any such modification or
amendment will be applicable from the date of the respective modification or amendment as
indicated at the top of this document. To get the latest version of this document, visit:
https://www.satisloh.com/legal
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